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s.stderr.urite( "processing file %s in %s'\n' N (f, dirpath))

pf = os.path.splitext(os.path.join(dirpath, f))[0]

cnd = ‘msgfmt -0 "Ns. "Ws.po”" % (pf, pf)
Store the names of the .mo and .po files in an environment

ariable, rather than doing a string replacement into the

%

-

# camand, so that we can take advantage of shell quoting, to
=

quote any malicious characters/escaping.
# See http://cyberelk.net/tim/articles/cmdline/ar0ls02. html
os.environ[ "djangocampilemo’] = pf + "m0’
os.environ[ "djangocampilepo’] = pf + ".po’
end = ‘megfmt -0 "Sdjangocampileano” "Sdjangocampilepa”’

os.system(and)
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1. SQLE

sql = "SELECT * FROM user_contacts WHERE username = '%s";" % username

SELECT * FROM user_contacts WHERE username =" OR 'a' =

foo.get_list(bar__exact="" OR 1=1")

SELECT * FROM foos WHERE bar = "\' OR 1=1"
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1. SQLiF

ilyp
1. 1&45 extra() 73209 where =44,

X Entry.objects.extra(where=["headline='%s"" % name])
v Entry.objects.extra(where=['headline=%s'], params=[name])
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2. FSuh A (XSS)

from django.http import HttpResponse
def say_hello(request):

name = request.GET.get('name’, 'world')
return HttpResponse('<h1>Hello, %s!</h1>' % name)

http://localhost:8000/security/hello/?name=<SCript>alert(1)</script>

€ C ® I ¢ @ localhost

Hello, !

% localhost:2000 FROMIE

you are the victim!
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2. EBuh A (XSS)

# views.py
from django.shortcuts import render_to_response
def s_say_hello(request):
name = request.GET.get('name’, 'world')
return render_to_response('hello.html', {'name': name})

# hello.html
<h1>Hello, {{ name }}!</h1>

€« C @ 2 % Olocalhost

Hello, welcom <script>alert(“you are the victim!”)</script>
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2. FBuh B (XSS)
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1. FArender to_responsell®, {AJwEisiF
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3. SR ERIEK

http://testfire.net/bank/login.aspx

csrf.html



http://testfire.net/bank/login.aspx
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4. RNIE/EFT
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v B{FEFSSL, RESESSION_COOKIE_SECURE=True




5. HRHELERE

"hello\ncc:spamvictim@example.com"

To: hardcoded@example.com
Subject: hello
cc: spamvictim@example.com

\ncc:zhanglong@intra.nsfocus.com

FoRIgHE,

7K

i



ERIGY, KELE

5. BRE4LERE

R

£ AMEFADjangoNEHBMATIRESR AIX MM, FEMRRE STERRALERRYIR
1THTRENE5 | RiEiRE A AT,




FoRIgHE,

fllename

+filename=../../../../..letc/passwd?

url(r'~security/(?P<path>.*)$', 'django.views.static.serve',
{'document_root' : 'S:\workspace\easydjango\easydjango\distinct\static'

= C ) 127.0.0.1:8
Page not found a4

Eegquest Method: GET
Eequest UEL: http://12
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6. BFIER
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€ & 127.0.0.1

BadHeaderError at /security/s mail

values can t contain newlines (got u Feedback from vour site, topic: topici\ncec:zhanglong@intra. nsfocus. com
header " Subject )

Request Method: GET
Request URL: http://127.0.0.1:8000/security/s_mail

Django Wersion: 1.4

Exception Type: BadHeaderError
Exception Walue: Header walues can’t contain newlines (got u Feedback from your site, topic: topichneezhanglenglintra nsfoems. com’ for header “Subject’)

Exception Location: D:‘\Program Files\Python2Thlibi=zite-packageshdjangoicore‘mailimez=sage. py in forbid_multi_line_headers, line 84
Python Executable: D:“Frogram Files'\Python2Th\python. exe
Python Yersion: 2.7.3

Python Path: ['3:\workspace'heasydjange’,
SihWindowshhspstem3ZhipyrthonfT. zip,
WhProgram Files\\Python2TW\DLLs
AMProgram FileshWPrthenZT4W\1ib5,
ShProgram Files\\Pythen2TV\1ibhhplat—win',

‘C
]
‘D
]
IV Program FileshWPrthon2TW\1ib4V41ib—tk',

“MProgram Filesh\FythonZT',

“Whrogram Files\\Fythorn2T4\\libhhsite-packages’,

T4\ Program Filesh\PyrthonPT441ib\\site-packagesi'FIL ]

Server time: ZEHEAT, 19 78 2012 17:20:03 +0800
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Traceback switch to copy_and-paste wiew

DU hProgram Files\Fython2T 1libhsite-packagesidjanzotcoreihandlers'ibase. py 1h zet_response

111, rvesponze = callback(request, #callback args, ##callback lkwargs)

» Local wars
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Debug=False

< C @ 127.0.0.1:8000/security/s_ma

& =serwver error

accurred.

Fleaze contact the administrataor.
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ApachefImod_python~, Z{RilFApacheHJBcE (4K [APythonDebug Off
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